AIOCRIZ& BXETF— 4 LLHNO AL Confidential

N\ AlRead Smart Officework

Dynamic Enterprise Al Solution

<AlIRead White Paper>
AlRead WINRM

EAFIES

202442 A
(AWP-003-11)

(’)./Irise Innovation, Inc.

Al O—a— FRA#ZFAL
HobZE LY BNERIC

Copyright © Arise Innovation, Inc. All Rights Reserved.



(L &I
HIREH
EXEFIE
SFE A

IS 2NN

A

(I) /lrise Innovation, Inc.

Copyright © Arise Innovation, Inc. All Rights Reserved.

Confidential




1. (j: C&)': Confidential

« ANE[FAIReadZ TWIinRM] CTEITIBA3=-HDHBAFIEEZRREHLI=-XETT,

= [WinRM] & (&, Windows Server @) Windows PowerShell Z&=[f@h Sif1/Ed AHEETT
WindowsH—/A\@aAY > K54 U EHNEMLEUVH L. WindowsH—/N\I2TH4 VX =)L Ent=
AIReadDEFZITO _EMNTETFET,

« ABEREEA VT LI R - H—/\RDAIRead TOHFEMNAIGET T,

= AlReadlZ. Ver.4.0.0 LIEDO/N— 3 UARIRERY £,

> . . _ )
(’J /lrise Innovation, Inc. Copyright © Arise Innovation, Inc. All Rights Reserved.



2. ﬁﬁ*%%{# Confidential

n -U-_/{

. Windows Server 2012 LL[#
« PowerShell 7/x\—<0 3 22 LIF%

« Windows ') E— FEIE (WinRM) &%)
¢Active Directory TV IL— TR L—Z R L TLE5EE. AR Y —/\OWINnRMZHZ

« V54T 2k
« Windows 10 LLB%
« [Administrators] XI& Remote Management Users] 4 )L—JIZFrl@9 50Sa1—+

n *“J I\ 7_7
e U—NTLUIFUTOR—FZEYYRY
> WINRMHTTPTHE(T 74 /L F))DIFE : 5985
> WiInRM(HTTPSTHER)DIGE 5986

X 1) A UR— MEEBEEE
e H—/\DY Y RAVKR—FIZHRLT, 253472 b BTCPTRIEFHE
> WinRMD Y Yy RVR— bADBIEZZETEDLI. H—/\OWindows 7 74 7O+ —IL =R
« DI3AT U REY—N\DRIET AL LDIGE., BEBRPD I 7A T IOA—ILIZRBEHATES L

> . . _ )
(’J /lrise Innovation, Inc. Copyright © Arise Innovation, Inc. All Rights Reserved.



EREFIE(H—/MEX)

Confidential

« 77A4AT704—ILTTIL—T1t
WindowsPowerShell##£&1 L FiEea~v > FZ2ETLET,

netsh advfirewall firewall set rule group="Windows Management Instrumentation (WMI)" new enable=yes

& PowerShell 7 (x64)

PowerShell 7.4.1

PS C:\Users\User32> netsh advfirewall firewall set rule group="Windows Management Instrumentation (WMI)" new enable=yes

5985:Rh— FZBAMLET (V54 7 > FPCHr L DR EESA)
3. X EFIE(FR— FER):P111 SR

/lrise Innovation, Inc. Copyright © Arise Innovation, Inc. All Rights Reserved.




BREFIECH —/MEXE)

« 5 —EX : WInRMDEKRTE
Windows Remote Management(WS-Management) ZBEHEEHTHRELET,

)
TAME  BEA EFRW AME
s |FEd= BE » 80w

Windows Remote Management (WS-
Management)

—P i

ER:

Windows UE-MEE (WinRM) #-E3
(F. UE-FEERD Ws-Management
JORILESELTINET . WS-
Management (£ VE-FDYIFIIFE
N-FIrTmEEIZERINIEED
Web #-F2 7ORILTF . WinRM -
PAIZ. #ybI-0 ET Ws-
Management EXEUYAVLTRELE
F. WinRM H—E2AF o b7- 082y
T23&L30C. winrmuemd JVVE S
Y- EERTINII-T RUD-EL
T. WinRM #-FRICURF-ZER T 20
EHEYET. JOF-FARERT AL
&Y WM T-FAOF I REA R D
WENAIEEICEYET. ANV MDIER L
ARV E 3 T AN vavESET
THEE. WinRM H-EAFEEL TS
BEHEYET. WinRM Aut-iZ.
HTTP H&0F HTTPS & RSVAR-RELT
EELET. WinRM H-FRI3 115 [Zi2i%
FLEHAH. ALIVE1-9-£T 120
M-FE IS ¢ EETILITHICHRTEN
TWET. J0¥-EATI URL OTL T4
JAELT fwsman HFHENTVET.
IS EDEEEEIIEN. IS EOED
Web 54 FTE fwsman #f URL T 71w
JAELTERENTVELWI LEERTD
BENEYETS.

-~

&
'-;Q,Winduws Font Cache Service

@Windnws Image Acquisition...

) Windows Insider #-F2
:;F:J,Winduws Installer
'-;Q,Winduws Management Inst...
;@,Windows Media Player Net...
) Windows Mixed Reality Op...
:S:J,Winduws Modules Installer
@Windows Presentation Fou...
@Winduws Push Notification..,
& Windows PushTolnstall #-...
#3\Windows Remote M anage...
@Winduws Search
@:&Wind ows Time
@Windnws Update
O Windows TIAS b—L #-/(-

G Windows A3 TL—L H-/L..

EhWindows tF1UF1 #-F2
G Windows {97y F

G Windows 79 1BH AT L.,
G Windows E/C )l iy bR .
G Windows YA IF-Sit..

@Winduws EEF-L2
:@,Wind ows EEH-FR

GhWindows EEvI1l-v3y ..

£ WinHTTP Web Proxy Auto-.
) Wired AutoConfig

TE AN AN A aCan i

EL]
A

Ay
Wind...
Wind...

S

Wire..,

AN A

e
=T
=T

Confidential

25-rFITOBE O |
EE] Local 5. =
BE (FUH-B) Local 5. |
=5 (MUA-EE) Local S...

074y EiE  #FEER

& Y-FR@m-l) _ (0-f)l J¥F31-%-) Windows Remote Management (W5-Management) 070/, X 1

ES) Local S.. F-EA%: WinRM
ig Il._::t:::, FTE: Windows Remote Management (WS-Management)
ES 5 Local S : : .
8 Local .. =6 Windows UE-MEE (WinRM) #-E23. VE-MEER
FE Local S... 0 W5-Management ORI EZELTNET. WS-
BE Local S hMarmanamant [T HE— kM ThA TR DK TmESsEi-
=5 (M7-B)  LocalS.. n
- =TIPADI:

5 Networ...

BE (EERR) Local S,
FE (MA-B) Local S,

CYWINDOWS¥System32¥svchost.exe -k NetworkService -p

ZE5 (M -E%) Local S...

AF—-+FuF ) 53

\ s (EE/

(’) /lrise Innovation, Inc.

8 (M- LocalS.. EAE: -
5 (MA-EH)  LocalS..
=5 Local S...
E3S) Local S...
=B Local S...
=5 (M) LocalS.. F-FADHE: =ik
=5 (MA-EH)  LocalS.
FE Local S... A = LT DY
S5 (M-E#)  LocalS.. i) EIED BEFILE)
FE Local 5.
=5 Local 5... IITH-FARERT AL EICERET BRI (SA-F-EEELTLEE.
E=S)] Local S...
B R/ (TA= 5~ (M):
Fovtll &AW

Copyright © Arise Innovation, Inc. All Rights Reserved.




REFIE(Y 47 > MEE) confidential

« 5 —EX : WInRMDEKRTE
Windows Remote Management(WS-Management) #BHE#REETHRELET,

& 42 = @

IHME  BIFA FFRY  ATH r 1
=5 = H&E »mnw (O-H)l 32E¥31-4-) Windows Remote Management (W5-Management) 070/ X
& 9 o) _

Windows Remote Management (WS-  &8] . Bl freid AF-TuTDES il /) | iiﬁ IJ‘D':II"J EE ﬁf#Eﬁ
Management) &k Windows Font Cache Service .. =R 53 Local S... |
e . &k Windows Image Acquisition... A%v.. EiTE S5 (M-8 Local S... | b‘_t‘;{% WinRM
@Winduws Insider #—£2 Wind... FEH (HUA-B8) Local 5. :
£ Windows Installer Wind... E3) Local S... ey -
. ; | FrA: Windows Remote Management (WS-Management)
A &k Windows Management Inst... #7L... ZiFh 55 Local S... | -
Windows JE-METE (WinRM) #-FZ -.‘:&W -

E- Wo-M & indows Media Player Net.. 1Z.. F& MNetwor., H N - — - — -
e hggﬁﬁm\ \/a\rﬂsa,gemEnl &} Windows Mixed Reality Op...  Mixe... F5 Local ... S32ER: Windows UE-MEE (WinRM) #-E213. VE-MEER
TOPIESHLTNGT . by 0 WS-Management JORILEEELTET. WS
Management (d. UE-FDYIRIIFE Gk Windows Modules Installer  Wind... & Local S... L el =
&_Eiﬂgﬁjﬁfﬁﬁ?aﬁfﬁu- ) Windows Presentation Fou.. .. == 25 Local 5. Mananamant (t HE— ki Thie a7k n- K- emi -
t’;mﬁ $'y|-')‘~’}‘J:f‘WSj " :‘%Wmduws Push Netification... Z@#.. E{TE 5§ Local 5. i'__')"”l‘ﬂrﬂﬂ.l'fl
Management ERE Uy AYLTAELE  ShWindows PushTolnstall #-...  Micr... Z8 (FUH-E5)  Local 5. (LR .

agement EXEUAY _

ER WIRrM ﬂ—t‘xh‘*vw—iﬁufzy fi emote Manage...  Wind... 5 Networ... CHWINDOWS¥System32¥svchost.exe -k NetworkService -p
TEBLII, winrmemd IXVESTY i@ windows Search Jrf.. EiTR  SH(EEEH)  Locals

ay_ e -

%f\ kﬁ?ﬁ?g?éjﬁihxﬁféééﬁtﬁ @Winduws'[ime Fyb. ETE FE(MH-ER) Local S... AH— f\j’?}jm BE

SH5UET. [0Y-CAREAT AT T Windows Update Wind... FB(MA-F%)  Locals. ESE:

ﬁg ;:r%m ?r-f‘j\gﬁﬁ\zth% ’\Eég . EhWindows 145 TL-LH-/(- .. E5 (FUA-B8)  Local 5.

AIEE I IR @Wlnduwsﬂxﬁ'jb—hﬂ—ﬁ Wind FE (MUA-EE) Local 5.
AURCHFIFTAITYVEET

ggg’;ﬁ’ﬁ% 9,t7b:,§amg G Windows EF2UT1H-E2 Wind.. ETE  EhH Local 5.

BEHBYET. WinRM Ay -3, R‘%Wmduws Jwa 7T Wind... FE Local 5.

HTTR BT HTTPS Era;;xﬂ— FELT i Windows FovaBRYAT L. 204, EF® &8 Local 5... H-FAmEE: =11

BELET. WinfM U EARUSERE 2 Windows E/C1 )L Tiob Ao, 5., T8 (MA-E®)  Locals.

FLEEAH. RALIVE2-5-LT 1200 _

F-hE IS b EET LIS HICEELA @Winduw; SAEVANF-Yv.. Micr. ETR FH(MNH-E8H)  Locals. () EIEm —EEP
ThET. :mﬂ—t?Fr; URLOFLT4y &k Windows EEH-FA Forv.. ES) Local ... T T
TAELT fwsman HFRENTVET. g windows EEH-¥A /.. F5 (M-8 Locals.

Wk et e R Ty CiWindows EBYTIL-v3y.. BM.. W Local. IITH-VARRIAT B ECEMT I/ SA-F-RIEEL T,
DALLTEBINTOEN I FEEEES  Gh WinHTTP Web Proxy Auto-.. Win.. =R 5 Local S...

BEFBYET. £} Wired AutoConfig Wire... ES) Local S..

S AN AN AL anfin A =iSh  mEh Lmeal ©

\ it (B B/ (SA-F (M)

> . . _ )
(’j /lrise Innovation, Inc. Copyright © Arise Innovation, Inc. All Rights Reserved.



Confidential

BREFIR(Y 2147 2 MMEXE)

= TrustedHosts % 1B
powershellz EEEER TEEL. TEAT U FEETLET,
https://docs.microsoft.com/ja-jp/powershell/scripting/learn/remoting/winrmsecurity?view=powershell-7.2

Set-ltem WSMan:¥localhost¥Client¥TrustedHosts -Value (—/\®DIP)
Get-ltem WSMan:¥localhost¥Client¥TrustedHosts

/lrise Innovation, Inc. Copyright © Arise Innovation, Inc. All Rights Reserved.


https://docs.microsoft.com/ja-jp/powershell/scripting/learn/remoting/winrmsecurity?view=powershell-7.2

EREFIEbLatZ 7 AIL:D 54T > FTER)

= bat., powershell®{Efk
) E— FETHETO=0HIZbatT 7 1 JL Epowershel DEIT 77 A IILEERLFET,
XbatZ 7 4 JLH S powershelld 7 7 4 )L EE1T

batZ7 7 4 JLDEEHRNZE : i

Confidential

771 JL%:AlRead.bat

rem @echo off

rem EEEERT S5

cd /d %~dpO
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Mail : airead support@ariseinnovation.co.jp

AlRead Official : https://airead.ai/
AlRead Support : https://support.airead.ai/
AlRead Manual : https://manual.airead.ai/
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